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Abstract of the contribution
The present contribution includes considerations on uniform transport for the proposed solution A. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.A.2
Solution details  
5.2.4.A.2.2
Transport considerations
It is assumed that, for this solution, authentication messages need to be transported over three interfaces: 

· UE to AU (Authentication Unit in the serving network. The EPS-equivalent of this interface is realized by the NAS protocol.)

· AU to AAA (AAA may be in home or visited network. The EPS-equivalents of this interface are S6a - for 3GPP-access - and SWd for non-3GPP access.)

· AAA to HSS (This interface may not always be present, depending on the authentication method. The HSS is always in the home network. The EPS-equivalent of this interface is SWx.)

Editor's Note: it is ffs whether AU can be placed in the home network as well. 

Over all three interfaces, authentication messages can be transported in a uniform fashion, independent of the particular authentication method, in the following way: 

UE to AU:

Transport for EAP messages is provided already today over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. Transport for EAP messages is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. E.g. EAP messages and EPS AKA message could be transported over a 5G-version of the NAS protocol in a uniform way. The messages between UE and AU are quite similar for EAP-AKA' and EPS AKA. 

AU to AAA: 

It is envisaged that this interface is DIAMETER-based. Authentication messages relating to different authentication methods may be carried in the same or different DIAMETER AVPs.

AAA to HSS:

When AAA is in the home network then this interface may be identical to SWx today. For the case that AAA is in the visited network (which is discussed for the purpose of performance improvements), a roaming version of SWx would need to be defined. This roaming version of SWx would be expected to be rather similar to S6a between MME and HSS today.

Editor's Note: The final decision over the format of the transport for authentication messages will be taken by CT1 and CT4 respectively. If EAP is carried over RRC then also RAN is to be included in the decision process.
5.2.4.A.3
Evaluation 

***********END OF CHANGES******************

